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Request for Proposals 

IDH Sustainable Trade Initiative 

Digital Services Partnership: Grains Supply Chains, Ghana 

June 8, 2022 

 

1. Introduction 

IDH Sustainable Trade Initiative (“IDH”) accelerates and up-scales sustainable trade by building impact-

oriented coalitions of front running companies, civil society, governments, knowledge institutions and 

other stakeholders in several commodity sectors. We convene the interests, strengths and knowledge 

of public and private partners in sustainability commodity programs that aim to mainstream 

international and domestic commodity markets. We jointly formulate strategic intervention plans with 

public and private partners, and we co-invest with partners in activities that generate public goods.  

Based on these Terms of Reference (“TOR”), IDH is looking to partner with an agricultural digital 

platform company in Ghana to develop and secure digital services that meet the needs of the SMEs 

and SHFs included in the Grains for Growth program.  

2. Background 

In partnership with Mastercard Foundation, IDH is leading a three-year market-led grains value chain 

development program in Ghana (Grains for Growth), that aims to contribute to the development of 

the grains sector, support the inclusion of smallholder farmers, and create jobs with a central focus 

on women and youth empowerment. The Grains for Growth program was launched in April 2022 and 

will be implemented until March 2025.  

Through a market-driven approach, IDH will work closely with three premium off-takers, 12 SMEs, 

and support the inclusion of at least 20,000 smallholder farmers in the maize, rice, millet, sorghum 

and fonio supply chains in Northern Ghana. Through strengthening these supply chains, IDH aims to 

create new employment opportunities (with a core focus on women and youth inclusion), and 

improve the commercial prospects and livelihoods of smallholder farmers (SHFs). A central 

component of the Grains for Growth program is to support the SME and SHFs included in the 

program to access digital services that can strengthen their supply chain engagements and 

commercial operations.  

The success of these resulting digital platfrom services will be a combination of:  

1. Meeting the needs of the SME and SHF partners in the Grains for Growth program in 

supporting their supply chain operations, and  

2. That these services can be provided to the SMEs in the Grains for Growth Program on a 

commercially viable basis.  
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With three large-scale, premium off-takers, 12 SMEs, and at least 20,000 smallholder farmers under 

the Grains for Growth program, and if the digital platform services are successful, this project 

represents a significant business opportunity for the selected digital platform provider. IDH 

therefore views this project as a partnership, with significant potential positive outcomes for both 

IDH and significant potential commercial opportunities for the selected digital platform provider.  

IDH will provide support through financial contributions under this project to ensure alignment with 

the Grains for Growth program objectives, and we will require a co-financing commitment (on at 

least a 1:1 basis) against IDH’s support. This is to share the costs of ‘investing’ in a commercial 

opportunity, and to secure the commercial interests of the selected partner.  

3. Project 

Objectives 

The overall objective of this project is to provide a suite of digital platform services to the partners in 

the Grains for Growth program, including the 12 selected SMEs and the (at least) 20,000 SHFs, and 

that these services can be provided on a commercially viable basis at the end of the program.  

These digital services will need to (at least) include the following:  

 

 
Description Target Beneficiaries 

1 Advisory services (GAP, weather, agronomy, and financial literacy) and 
monitoring 

Farmer level 

2 Digital/mobile payments Farmer level 

3 Input distribution / credit  Farmer level 

4 Traceability  Farmer level 

5 Market linkages Farmer level 

6 Farmer digital identities  Farmer level 

7 Farm equipment finance or equipment renting service Farmer level 

8 Credit scoring Farmer level 

9 Operation efficiency – digitization of records, inventory and transactions, 
logistics support 

SME level 

10 Quality control  SME level 

11 Traceability of inventory SME level 

12 Digital payments  SME level 

13 Market linkages SME level 
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Prospective project partners and support through this program  

Only existing digital platform providers that have an existing customer offering will be considered for 

this project. The aim of this project is to partner with an existing digital platform to develop or further 

develop their service offering to meet the needs of the Grains for Growth program (as outlined above). 

The project engagements will be considered a partnership, in which IDH and the selected applicant 

have the joint objective of creating value for the Grains for Growth SMEs and SHFs in the maize, rice, 

millet, sorghum, and fonio supply chains of northern Ghana.  

IDH will enter a ‘funding agreement’ with the selected service provider for this project (see IDH’s 

Funding Agreement template attached as Annex 1 and IDH’s General Terms and Conditions for Funding 

Agreements attached as Annex 2).  

 

Project budget and co-financing  

For this project, IDH will provide direct grant financing support (in USD) to the selected digital platform 

provider to secure digital platform services for the SMEs and SHFs in the Grains for Growth program. 

However, as this is a partnership to (further) develop a commercial offering, IDH requires co-financing 

by the applicant against the financial support provided by IDH under the Grains for Growth program, 

with this co-financing being on at least a 1:1 basis. The following can be considered as project co-

financing:  

- The company’s share of the total project costs to ensure the development and delivery of the 

digital platform services outlined on page 2 (above); and/or 

- The operational costs associated with the management of services that have already been 

taken to market can be considered as project co-financing.  

 

IDH’s financial contribution to the development and maintenance of the platform services will be in 

the range of USD 400,000 – USD 500,000.  

 

Project duration  

Contract implementation will formally start on the 25th of July 2022 with the signing of the project 

contract. The Grains for Growth program will run until the end of 2024, and the timeline for this project 

should follow a similar timeline. The first part of this project should entail the (further) development 

and roll-out of digital platform services to the SMEs and SHFs included in the Grains for Growth 

program; the second part of this project should entail the management, maintenance and continued 

roll-out of digital platform services to the program SMEs and SHFs to the end of the program timeline 

(end-2024), whereafter there should be a clear transition strategy in place for the continued delivery 

of these services following the completion of the Grains for Growth program.  

 

Project reporting  

The selected digital platform partner will need to follow IDH’s planning and reporting requirements, 

which entails quarterly narrative, KPI and financial reporting. IDH’s written approval of project 
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reporting will be a condition to approving project disbursements. This is a standard requirement for all 

of IDH’s project contracts, and is how IDH maintains a clear, documented view of project activities and 

is IDH’s means to ensuring accountability to project implementation plans (IDH’s Planning and 

Reporting Guidelines will be an annex to the Funding Agreement, to be shared with the selected 

applicant prior to contracting).  

IDH also has the requirement of an annual project audit should annual spending of IDH’s contribution 

exceed EUR 75,000, and a total project audit should spending of IDH’s contribution across the whole 

project exceed EUR 75,000 (IDH’s Guidelines Selection Auditor will be an annex to the Funding 

Agreement, to be shared with the selected applicant prior to contracting).  

 

Deliverables 

The deliverables of this project will include:  

Deliverables of project Deadline 

A detailed functional specification document that outlines the functionalities of 
the digital platform, technology architecture, the user interface, project scope, 
risks and assumptions, use cases, configuration steps, timeline, and non-
functional specs. The functional specification document must be clearly aligned 
with the project objectives.  
 
The selected use cases should be separated into three development phases, 
according to priority and time and resource requirements.  Phase one use cases 
should include those that are already offered by the digital platform and require 
minor additional investment to align with the project objectives, with the 
selection of phase 2 and phase 3 use cases according to priority and the 
resources required.  

15 August 2022  

Joint sign-off on the functional specification document by the IDH project team 

and the selected digital platform provider 
31 August 2022 

Initiate roll-out of phase 1 use cases to the Grains for Growth project partners   30 September 2022 

Q3 2022 financial and narrative progress reporting to IDH; quarterly presentation 15 October 2022 

Initiate roll-out of phase 2 use cases to the Grains for Growth project partners  15 November 2022 

Q4 2022 financial and narrative progress reporting to IDH; quarterly presentation 15 January 2023 

Initiate roll-out of phase 3 use cases to the Grains for Growth project partners  15 February 2023 

Q1 2023 financial and narrative progress reporting to IDH; quarterly presentation  15 April 2023 

Q2 2023 financial and narrative progress reporting to IDH; quarterly presentation 15 July 2023  

Continued quarterly financial and narrative progress reporting to IDH 
(due on the 15th day of the subsequent month) 

 

4. Selection Procedure 

The procedure will be as follows: 

1. Inviting digital platform providers to submit a proposal based on this Request for Proposals 

(RFP). 
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2. Option to submit questions regarding the project and the RFP. Questions will be answered via 

an information notice that will be shared with all digital platform providers that have indicated 

interest in the project or have submitted questions. 

3. Evaluation of the proposals by the Grains for Growth program team. The 3 proposals that 

receive the highest scores will be presented to the Grains for Growth Project Review 

Committee. The Project Review Committee will evaluate the proposals based on the selection 

criteria as published in this RFP.  

4. The top 2 digital platform providers will be selected to do a pitch of their proposal. The pitch 

should include a detailed overview the existing platform structure and services, user interface, 

project approach, project team (and any applicable sub-contractors), project governance and 

communication, and risk mitigation measures.  

5. Decision on selection of the digital platform provider. 

6. Contracting of the selected digital platform provider  

7. Inception meeting with the selected digital platform provider. 

 

The schedule below indicates the timelines for the Request for Proposals:  

RFP process Timeline 

RFP published 8 June 2022 

Closing date questions* 13 June 2022 (17:00 GMT) 

Publication of information notice 16 June 2022 

Deadline for submission of proposals** 24 June 2022 (17:00 GMT) 

Team pitch*** 30 June 2022  

Selection of Service provider 7 July 2022  

Start of assignment (contract signed)  25 July 2022 

* Questions received by IDH after this date will not be answered. 

** Proposals submitted after the deadline will be returned and will not be considered in the tender 

procedure. 

*** IDH may request shortlisted Service providers to a pitch session at the IDH offices in Accra, Ghana, 

or via video conference. 

After the deadline to submit a proposal has passed, the evaluation committee will evaluate the 

proposals.  

 

The proposals will first be tested for completeness: 

• The absence of the documents referred to in Section 6 of this document can lead to exclusion 

from further participation in the tender procedure. This is also the case when minimum 

requirements listed in this RFP are not met. 

• If the proposal is complete, the Grains for Growth program team will evaluate the proposals 

based on the criterion as mentioned in section 6.  

 

The project will be awarded to the digital platform provider with the most economically advantageous 

proposal. This will be determined based on the evaluation criteria relating to price and quality. 
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IDH will reject the proposal if any illegal or corrupt practices have taken place in connection with the 

award or the RFP procedure. 

Questions and intention to submit a proposal 

questions regarding the project or the RFP can be submitted until 13 June 2022, 17:00 GMT, by e-mail 

to asugre@idhtrade.org. With the express mention: “Questions RFP Digital Platform”. Questions must 

be submitted in the English language.  

The submitted questions will grouped, anonymized, and combined in an information notice. This 

notice will be sent to all consultants in a reply to the e-mail in which the questions where submitted. 

The responsibility for the timely and accurate submission of the questions lies with the service 

provider. When IDH indicates that questions have not been received by IDH before the indicated 

deadline, the service provider must demonstrate that the questions were sent timely. 

 

If you do not have any questions on the RFP, and if applicable, please indicate your intention to submit 

a proposal (and related documents) against the RFP by email to asugre@idhtrade.org. Please indicate 

your intention before the 13th of June 2022, 17:00 GMT.  

 

5. Proposal requirements 

IDH is requesting the service providers to hand in a proposal of maximum 20 pages (excluding 

implementation plan, company biographies, CVs, sample work and references). The proposal must be 

handed in a MS Word or PowerPoint version next to a PDF submission to facilitate any copy-and-

pasting of content that we may need during evaluation.    

 

The proposal must at least include: 

Content: 

a. A succinct, well-documented approach that addresses the requirements set out in this RFP. We 

request that the proposal structure match the selection criteria as closely as possible. The proposal 

should include the following:  

a. Description of company, strategic objectives, regions of operation, and structure of digital 

platform services.  

b. A detailed description of existing digital platform offerings, including operational supply 

chains, regions, client and farmer reach, and cost per farmer (per offering). A description 

of how existing digital platform offerings can/should be tailored to SMEs and SHFs 

operating in the grains supply chains of northern Ghana (maize, rice, millet, sorghum, and 

fonio).  

c. A description of the steps required to develop additional platform offerings, in-line with 

the list provided on page 2 of this RFP. Please also highlight which services you think will 

be most beneficial to the SMEs and SHFs in the Grains for Growth program with reasoning 

(on how these services will support strengthened sourcing engagements).  

d. A description of the hardware and software requirements for customers to use your 

platform, and how the roll-out of your platform is optimally structured within a supply 

chain and farmer networks. Please add a process flow diagram demonstrating this 

structure, and the corresponding access to market, services, and products.  

mailto:asugre@idhtrade.org
mailto:asugre@idhtrade.org
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e. Key targets in the Grains for Growth program include supporting the inclusion of 20,000 

SHFs in commercial grains supply chains, creating 3,000 permanent jobs, and for each of 

these, include 60% women and 60% youth. Please provide a detailed description on how 

the platform offerings can be tailored to support/catalyze the commercial viability of the 

20,000 SHFs, and to support the inclusion of women and youth in these supply chains. 

Describe how the platform will continue to create impact on these farmers and sub-groups 

(women and youth) beyond the duration of the project. Assess the cost – benefit of the 

adoption of digital services relative to conventional supply chain engagements.  

f. Explanation of how a positive shift / change of SMEs business model through access to the 

digital platform services will lead to improved operational capacity, management systems, 

access to commercial financing, sourcing strategy and/or smallholder farmer service 

delivery that will contribute to the SMEs overall business and sustainability ambitions.  

g. A description of how new platform offerings will be piloted, rolled-out to new users, 

connected to supporting inputs providers, services providers, and off-takers, and how 

these will be transitioned to a commercially viable product. (Include steps and costs to 

development, cost of use per farmer, and threshold customer base for commercial viability 

without support through this program).  

h. Describe how the adoption of your company’s digital platform can support the Grains for 

Growth team in managing its program engagements with SMEs and SHFs, and to track 

progress against targets.  

i. A project governance and communications model to ensure close partnership with the 

Grains for Growth project team and the successful delivery of project deliverables. The 

selected applicant will need report to IDH on at least a monthly basis and will ensure end-

to-end platform availability of 99%, excluding downtime for planned maintenance, which 

is sufficiently backed and secured by, if any, Applicants supporting 3rd party agreements. 

j. A detailed description of your company’s software and hardware controls to ensure data 

security and data privacy in-line with the EU General Data Protection Regulations (GDPR).  

k. An overview of risks to the development of the digital platform solutions and associated 

roll-out, together with proposed mitigation measures.  

l. Relating to the budget, please provide an explanation on which budget elements you 

expect to remain (relatively) stable, and which have a higher potential to be variable. For 

the budget elements that have the potential to have a higher variability, please specify 

communication and budget variability mitigation measures that will be in place.  

b. A detailed implementation plan to roll out existing platform offerings to the Grains for Growth 

program SMEs and SHFs, and to develop and roll-out new platform offerings (in-line with the list 

on page 2).  

c. Using the budget template attached (see Annex 3), a budget presented in USD (incl VAT and any 

other applicable taxes) with a break-down of days/rate per project team member, and according 

to key project stages/milestones. Co-financing (on at least a 1:1 basis) should be specified in the 

budget. IDH’s financial contribution to the development and maintenance of the platform services 

will be in the range of USD 400,000 – USD 500,000.  

d. A maximum of three client references and a sample of previous work relevant to the deliverables 

in this RFP.  
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e. An overview of the project team, including the CVs of the project team members, and any 

proposed sub-contractors. Please also describe how any potential risk of staff turnover will be 

managed, in addition to the methodology used to calculate the staff rates included in the budget.  

f. Please describe (or attach as an annex to the proposal) the company’s formal governance bodies; 

the company’s financial management team’s capacity and experience; the company’s experience 

in managing project grants and meeting the reporting requirements against these grants; the 

company’s experience in working with external auditors; and the company’s authorization and 

procurement policies.  

g. Once operational, Service Level Agreements (SLAs) will need to be in place between the selected 

service provider and the SMEs included in the program. Please provide a comprehensive SLA 

template detailing agreed reporting elements and frequencies, service windows, Mean Time To 

Restore (MTTR) for high, medium and low priority (security) issues, problem management 

processes, contact information and escalation matrices. 

h. A data processing agreement must be in place to secure data security and protection, which 

outlines the roles, responsibilities, and risk mitigation measures. Please refer to Annex 4 for 

reference to IDH Data Processing Agreement, and please provide written acknowledgement of 

the IDH Data Processing Agreement.  

i. Description of safeguarding approach1 (does the service provider have a safeguarding policy in 

place, and if not, are they able and committed to comply to and implement IDH’s safeguarding 

policy (to be found here); steps (to be) taken to identify risks in relation to safeguarding in the 

project at hand and description of approach to mitigate these safeguarding risks (if any)) 

j. Statement on Ground for exclusion (see section 6 below) 

Administrative: 

k. Copy of company registration documents  

l. Copy of (audited) financial accounts from the previous two years 

m. Company organogram and authorization and procurement policies 

 

The proposal must be submitted to Robert Asugre at asugre@idhtrade.org before 17:00 GMT, 23 

June, 2022.  

6. Testing and weighing 

The project will be awarded to the service provider with the most economically advantageous 

proposal. The most economically advantageous proposal will be determined on the basis of the 

evaluation criteria of price and quality.  

Grounds for exclusion  

1. Service providers shall be excluded from participation in this tender procedure if:  

a) they are bankrupt or being wound up, are having their affairs administered by the courts, have 

entered into an arrangement with creditors, have suspended business activities, are subject of 

proceedings concerning those matters, or are in any analogous situation arising from a similar 

procedure provided for in national legislation or regulations;  

 
1 IDH’s safeguarding approach means taking all reasonable steps to identify and minimize the risk of harm caused by sexual exploitation, 

abuse, harassment (“Harm”) to children and vulnerable adults arising from coming into contact with our staff, partners or our work. In 
addition, safeguarding means protecting our staff itself from such Harm. For more information, please find IDH’s Safeguarding Policy here. 

https://www.idhsustainabletrade.com/policies/
mailto:asugre@idhtrade.org
https://www.idhsustainabletrade.com/policies/
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b) they or persons having powers of representation, decision-making or control over them have 

been convicted of an offence concerning their professional conduct by a judgment which has 

the force of res judicata;  

c) they have been guilty of grave professional misconduct proven by any means which the IDH 

can justify;  

d) they have not fulfilled obligations relating to the payment of social security contributions or 

the payment of taxes in accordance with the legal provisions of the country in which they are 

established, or with those of the Netherlands or those of the country where the contract is to 

be performed;  

e) they or persons having powers of representation, decision making of control over them have 

been the subject of a judgment which has the force of res judicata for fraud, corruption, 

involvement in a criminal organization, money laundering or any other illegal activity. 

Service providers must confirm in writing that they are not in one of the situations as listed above. 

2. Service providers shall not make use of child labor or forced labor and/or practice discrimination 

and they shall respect the right to freedom of association and the right to organize and engage in 

collective bargaining, in accordance with the core conventions of the International Labor 

Organization (ILO). 

 

Minimum criteria (knock-out criteria) 

Services providers or Proposals not fulfilling the minimum criteria will be excluded from the tender 

procedure and will not be assessed against the other criteria.  

 

1 Must be an existing digital platform with an existing client base and a live product offering.  

2 Must be a company registered in Ghana, operating in agricultural supply chains.   

 

Scoring and weighing 

The evaluation criteria are compared and weighed according to the procedure below. This concerns a 

general outline of the scoring methodology and an explanation how the service provider can 

demonstrate compliance with the requirements. 

 

Step 1 - Criterion Quality 

Evaluation scores will be awarded for each of the components. The Project Review Committee will 

score each component unanimously.  

 

The proposal will be assessed based on the following selection criteria: 

Component Criteria 
Max. 

Grading 

1 Proposal 

overall 

The extent to which the proposal meets the requirements set out 

in Section 5 above and throughout this document. Does the service 

provider have the platform structure, expertise, capacity and the 

approach required to deliver the digital services outlined to the 

SMEs and SHFs in the Grains for Growth program? Does the 

10 
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proposal convincingly demonstrate the transition to a commercial 

provision of these services beyond the support from the Grains for 

Growth program?  

2 Design and 

Development 

process 

The extent to which the Service provider demonstrates that a clear 

design and development process will be followed and IDH is 

adequately consulted for input during the design, development, 

and roll-out of the digital platform services to the SMEs and SHFs 

in the Grains for Growth program. This refers to the approach to 

the development and management of the digital services, and the 

proposed project governance and communication model.  

10 

3 

Enabling the 

Grains for 

Growth 

impact targets  

The extent to which the digital platform services can enable the 

G4G program team to reach its program impact targets: working 

closely with 3 premium buyers and 12 SMEs to strengthen grains 

sourcing relationships with (at least) 20,000 smallholder farmers 

(of which 60% are women and 60% are youth) and create 3,000 

permanent job opportunities (of which 60% are women and 60% 

are youth).  

10 

4 Track record The extent to which the Service provider presents the required 

level of expertise and knowledge to fulfil the requirements both at 

team member and company level.  To extent to which the Service 

providers gives a clear description of the project team, relevant 

(delivering similar projects) experience of team members and time 

allocation per team member, and has sufficient financial expertise 

and internal controls to manage the support received through this 

project.  

10 

5 Budget  The extent to which the project budget is well-structured, reflects 

the implementation plan, key milestones, and realistic co-financing 

against IDH’s support (on at least a 1:1 basis) in alignment with the 

project objectives  

10 

The Project Review Committee will unanimously score each component by assigning scores from 1 to 

the maximum grading, with the maximum grading representing optimal performance on the 

component and 1 representing extremely poor performance on the respective component. 

Step 2 - Project Budget  

The proposed project budget will be presented in the budget template in Annex 3 in USD, with a 

breakdown per team member rate and hours per key steps in the project development. The structure 

of the budget for project activities and co-financing contributions will be evaluated under the quality 

criterion. Here, the criterion of assessment is “the best quality return on the proposed budget”, with 

a maximum grading of 5.  
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Step 3 - Weighting 

The final score will be weighted 70% on Quality and 30% on Price.  

 

If scores of service providers are equal, priority will be based on the total scores that were given for 

the Criterion Quality. The project will be awarded to the service provider that has received the highest 

score for the Criterion Quality. If the evaluation of the Criterion Quality does not lead to a distinction, 

the score for the component “Proposal overall” will be decisive. If this does not lead to a distinction, 

the ranking will be determined by the drawing of lots. 

 

Award 

Once IDH has decided to which Service provider it intends to award the project, a written notification 

thereof is sent to all Service providers participating in the RFP procedure. The Service provider will 

subsequently be contracted via a funding agreement. 

7. Communication and Confidentiality 

The Service provider will ensure that all its contacts with IDH, with regards to this RPF, during the RFP 

procedure take place exclusively in writing by e-mail to Robert Asugre via asugre@idhtrade.org. The 

Service provider is thus explicitly prohibited, to prevent discrimination of the other Service providers 

and to ensure the diligence of the procedure, to have any contact whatsoever regarding the tender 

with any other persons of IDH than the person stated in the first sentence of this paragraph. 

 

The documents provided by or on behalf of IDH will be handled confidentiality. The Service provider 

will also impose a duty of confidentiality on any parties that it engages. Any breach of the duty of 

confidentiality by the Service provider or its engaged third parties will give IDH grounds for exclusion 

of the Service provider, without requiring any prior written or verbal warning.  

 

All information, documents and other requested or provided data submitted by the Service providers 

will be handled with due care and confidentiality by IDH. The provided information will after evaluation 

by IDH be filed as confidential. The provided information will not be returned to the Service provider. 

 

8. Disclaimer 

IDH reserves the right to update, change, extend, postpone, withdraw, or suspend the ToR, this RFP 

procedure, or any decision regarding the selection or contract award. IDH is not obliged in this RFP 

procedure to make a contract award decision or to conclude a contract with a participant.  

Participants in the RFP procedure cannot claim compensation from IDH, any affiliated persons or 

entities, in any way, in case any of the afore-mentioned situations occur. 

By handing in a proposal, participants accept all terms and reservations made in this ToR, and 

subsequent information and documentation in this RFP procedure. 

 

 

mailto:asugre@idhtrade.org
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9. Annexes 

Annex 1: IDH’s Funding Agreement template  

Annex 2: IDH General Terms and Conditions for Funding Agreements  

Annex 3: Budget proposal template – to be shared on indication of interest 

Annex 4: IDH’s Data Protection Agreement (DPA)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Annex 1: IDH Funding Agreement Template  
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FUNDING AGREEMENT  

(“Agreement”) 

 

Between: 

IDH Sustainable Trade Initiative, a foundation under the laws of the Netherlands, registered with the 

Dutch Chamber of Commerce under number 53521129, having its registered office and its place of 

business at Arthur van Schendelstraat 500 (3511 MH) Utrecht, the Netherlands, in this matter duly 

represented by Mr. Daan Wensing, hereinafter referred to as “IDH”; and 

[Name project partner] a [description legal entity] under the laws of [name country], registered with 

the company register under number [registration number], having its registered office and its place of 

business at [address], [name country], in this matter duly represented by Mr./Mrs. [name 

representative], hereinafter referred to as the “Project Partner”.  

 

IDH and the Project Partner also individually referred to as “Party” or collectively as the “Parties”. 

 

WHEREAS: 

(A) The overall purpose of IDH is to accelerate sustainability within value chains of various sectors 

under the IDH strategy 2021-2025: ‘Catalyzing Private Sector Solutions for the Sustainable 

Development Goals (SDGs)’ through driving public-private coalitions and viable sustainable 

business- and finance models to have impact on the SDGs. For this purpose, IDH works with 

companies, NGOs, governments, trade unions, financial institutions, and universities. 

(B) The purpose of the Project Partner engaging in the [name program] (the “Program”) is to 

contribute to the society (particularly farmers) as part of its creating shared value effort 

whereby it promotes the [commodity] productivity and quality by implementing an improved 

method of [commodity] plantation and production and also to ensure the [commodity] 

sustainability in value chains. 

(C) The Parties have expressed their commitment to cooperate in order to support and implement 

the project under this agreement (the “Project") as described and specified in the project 

proposal (the "Project Proposal"), as approved by IDH (attached hereto as Annex 1), and by 

applying for funding in relation to the objectives of the Project.  

 

THE PARTIES HEREBY AGREE AS FOLLOWS: 

1. Scope 
1.1 The IDH General Terms & Conditions (attached hereto as Annex 2) apply to this agreement 

between IDH and the Project Partner.  
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1.2 Unless otherwise specifically agreed to by the Parties, in the event of any conflict between the 

terms of this Agreement and its annexes, the following order or precedence will be applied: i) 

the terms of this Agreement; ii) the IDH General Terms and Conditions; iii) the Reporting 

Guidelines; iv) the Auditor Selection Guidelines; v) the Project Proposal; vi) any other annexed 

documents, if relevant.   

 

1.3 The Project Proposal includes a detailed description of the Project. In brief, the Project can be 

described as follows: [Summary project] 

 

1.4 The Project Partner is responsible for the funding of the Project. In addition, the Project Partner 

is responsible for the implementation, coordination and results of and reporting on the Project 

as described in this Agreement and in the approved Project Proposal. This responsibility 

includes (yet is not limited to) the following: 

a. Provision of funding to the Project in accordance with the Project Proposal;  

b. Implementation of the Project in accordance with the Project Proposal; 

c. Report on the implementation and overall activities of the Project to IDH according to 

the Guidelines for Planning and Reporting for Implementing Partners (the "Guidelines", 

attached hereto as Annex 3); 

d. Select independent auditor in accordance with the Guideline Selection Auditor (attached 

hereto as Annex 4). 

 

1.5 IDH will support the Project with co-funding as described in this Agreement.  

 

2. Finance & Planning and Reporting 
Funding amounts 

2.1 The Project Partner will provide funding for the Project in the minimum amount of EUR 

[amount], in accordance with the budget in the Project Proposal and the funding ratio of the 

Parties´ contributions contained therein. 

 

2.2 IDH undertakes to provide co-funding of the Project Partner’s investment for Project activities 

that have either already taken place or are anticipated during the Project term and agreed on 

in the budget and the Project Proposal, based on actual costs incurred, up to a total amount 

of maximum EUR [amount].  

 

Reporting Requirements and Funding Disbursement Schedule  

2.3 The Project Partner will comply with the Guidelines in a full and timely manner. The Project 

Partner is aware that IDH has a zero-tolerance policy on faulty reporting and that all obligations 

under this Agreement must be fulfilled in order to receive the full IDH contribution to the 

Project. As part of the Project, the Project Partner will make sure that the reporting is audited 

by an independent auditor. The Project Partner will select the independent auditor in 

accordance with the Guideline Selection Auditor (Annex 4). 
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2.4 The Project Partner will: 

a. Monitor, evaluate and report on progress of activities (including KPIs) and financials 

(budgeted vs. actual) to IDH as defined in the schedule included in clause 2.6.Fully 

comply with the criteria and requirements stated in the Guidelines. 

 

2.5 Funds made payable to the Project Partner under the Agreement will be transferred according 

to the following schedule, after approval of the relevant reporting content and receipt of a 

payment request from the Project Partner. The Project Partner is not allowed to deviate from 

the schedule without prior written approval by IDH: 
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Year 
Reporting 
deadlines 

Reporting content 

(in accordance with requirements in 
Guidelines) 

Instalment 
 (% of IDH 

annual budget) 
Payment request date 

Year 
1 

NA NA 
60% of Budget 
Year 1  

Send payment request after 
submission of the signed 
Agreement. 

[Date] Baseline Report NA NA 

April 30st 

Quarterly progress update Jan-Mar 

• Financial update 

• Output KPI of Q1 results 

NA NA 

July 30th 

Quarterly progress update Apr-Jun  

• Financial update 

• Output KPI of Q2 results 

• Financial forecast year 2 

30% of 
Budget Year 1 

Send payment request after 
IDH’s written approval of 
Quarterly update 

October 
31st 

Quarterly progress update Jul-Sep  

• Financial update 

• Output KPI of Q3 results of  

NA NA 

Year 
2 

January 
30st  

Annual progress report 

• Financial Annual Report  

• Revised Budget year 2 

• Revised work plan year 2 

• Summary Output and Outcome 
KPI of Q1 to Q4 results 

• Narrative progress report 

Settlement of 
Balance Year 1 

 

60% of Revised 
Budget Year 2 

Send payment request after 
IDH’s written approval of Annual 
progress report, Revised Budget 
and Audit Report (if applicable) 

March 1st Audit Report Jan-Dec year 1* 

April 30st 

Quarterly progress update Jan-Mar 

• Financial update 

• Output KPI of Q1 results  

NA NA 

July 30th 

Quarterly progress update Apr-Jun  

• Financial update 

• Output KPI of Q2 results 
Financial forecast year 3 

30% of 
Budget Year 2 

Send payment request after 
IDH’s written approval of 
Progress Report 

October 
31st 

Quarterly progress update Jul-Sep  

• Financial update 

• Output KPI of Q3 results  

NA NA 

Year 
3 

January 
31st  

 Annual progress report 

• Financial Annual Report  

• Revised Budget year 3 

• Revised work plan year 3 

• Summary Output and Outcome 
KPI of Q1 to Q4 results 

• Narrative progress report 

Settlement of 
Balance Year 2 

Send payment request after 
IDH’s written approval of Annual 
Report and Audit Report (if 
applicable) 
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*Audit Report is required when the annual/total IDH spending and/or IDH liable spending is equal or more than 

EUR 75.000. 

 

2.6 IDH reserves the right to deduct any amount of underspending against the annual budget by 

the Project Partner from the installments to be transferred by IDH in the subsequent year. 

 

2.7 Payment will be made by IDH within 45 days after receiving the payment request from the 

Project Partner. The payment request must be sent via email to  invoice@idhtrade.org, and 

must contain (i) the total amount to be transferred, (ii) the budget period, and (iii) shall 

reference the contract number [insert Salesforce number]..  

 

2.8 All funds provided by IDH will be transferred to and disbursed to the Project Partner at the 

following bank account: 

   Bank Name:  [Name bank + country] 

Account Name:  [•] 

Account Number: [•] 

Routing/ABA Number: [•] 

SWIFT Code:  [•] 

 

3. Intellectual Property 

3.1 The Project Partner acknowledges that IDH is and maintains to be the owner of all intellectual 

property arising from the performance of this Agreement, including but not limited to 

copyrights, database rights, trademarks, patents and know how (the “Arising Intellectual 

Property”).  

 

3.2 Any Arising Intellectual Property vested in the Project Partner is hereby transferred, assigned 

and delivered to IDH (in advance), including the right to publicly communicate about the 

Project. The aforementioned transfer, assignment and delivery is hereby accepted by the 

Project Partner and IDH (in advance).  

 

4. Duration and termination 

4.1 The Agreement will be effective as from [date] and shall terminate automatically on [date], 

unless extended by the Parties in writing.  

 

4.2 Any Party may terminate the Agreement or exit the Project - in full or in part - before the end 

of the term of the Agreement or the Project, subject to three (3) month's written notice. In 

that event, such Party is not allowed to withdraw funding already spent under the Agreement 

March, 1st 
Audit Report Jan-Dec year 2* 
(or whole project duration) 

 

mailto:invoice@idhtrade.org
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and/or committed by the Project Partner under a sub-agreement between the Project Partner 

and a third party related to the execution of the activities by the Project Partner under the 

Agreement. 

 

4.3 In reference to article 18.2 of the IDH General Terms and Conditions, the Parties acknowledge 

that IDH is an organization that is dependent on funding from multiple institutional donors. In 

the event IDHs institutional donors terminate, end or materially change their funding of IDH, 

the Parties reserve the right to terminate the Agreement with immediate effect and without 

the risk of incurring liability for damages or compensation. 

 

4.4 The rights and obligations of the Parties which by nature are meant to survive this termination 

shall not terminate on this date. 

 

 

SIGNATURE PAGE FOLLOWS 

SIGNATURE PAGE 

 

For IDH        

 

------------------------------------------   

Name: Mr. Daan Wensing      

Position:  CEO   

Date:  __________________        

 

For the Project Partner      

 

------------------------------------------  

Name:           

Position:        

Date:  __________________     
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Attached to and integral part of this Agreement are: 

Annex 1: Project Proposal 

Annex 2: IDH General Terms & Conditions  

Annex 3:  Guidelines for Planning and Reporting for Project- and Implementing Partners 

Annex 4: Guideline Selection Auditor 
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Annex 2: IDH’s General Terms and Conditions for Funding Agreements  
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Annex 4: IDH Data Processing Agreement  

 

Data Processing Agreement 

 

 

THE PARTIES: 

 

IDH Sustainable Trade Initiative, a foundation incorporated under the laws of the Netherlands, having 

its registered office at Arthur van Schendelstraat 500 (3511 MH) Utrecht, the Netherlands, registered 

at the Dutch Chamber of Commerce under number 53521129 (hereinafter referred to as “Data 

Controller”); and 

 

[DATA PROCESSOR], incorporated and registered in [COUNTRY] with company number [NUMBER] 

whose registered office is at [REGISTERED OFFICE ADDRESS], registered [at the Dutch Chamber of 

Commerce (“Kamer van Koophandel”)] under number [NUMBER] (hereinafter referred to as "Data 

Processor"). 

 

Data Controller and Data Processor, each a "Party" and together referred to as the "Parties". 

 

WHEREAS:  

 

A. On [INSERT DATE], the Parties concluded an agreement under which Data Processor will conduct 

[DESCRIPTION SERVICES] (the “Agreement”); 

 

B. Under the Agreement, Data Processor will, on behalf of Data Controller, [SERVICES] and process 

Personal Data (as defined hereafter). 

 

C. Under article 28 of the General Data Protection Regulation, the Parties are required to conclude a 

data processing agreement;  

 

D. The Parties will enter into this data processing agreement (“Data Processing Agreement”) in order 

to fulfill their obligations under the General Data Protection Regulation. 

 

IT IS AGREED AS FOLLOWS: 

 

DEFINITIONS 
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1. The following terms as used in this Data Processing Agreement shall, unless the context 

clearly indicates to the contrary, have the meanings set forth in this Clause: 

"Agreement" means the agreement referred to in recital A hereto;  

 

"Applicable Laws" means all laws and legislation, including the GDPR and the 

Dutch Implementation Act relating to the GDPR 

(Uitvoeringswet AVG), that are applicable to the Processing 

of Personal Data by the Data Controller and the Data 

Processor under the Agreement; 

 

"Data Breach" means any breach of security of Personal Data; 

 

“Data Processing Agreement” or “DPA” means the present data processing agreement including 

the annexes hereto; 

 

“GDPR” means the General Data Protection Regulation (EU) 

2016/679; 

 

"Personal Data" means any information relating to an identified or 

identifiable natural person, obtained in relation to the 

Agreement, as set out in ANNEX 1; 

 

"Processing" or "Process" means any operation or set of operations which is 

performed on Personal Data, whether or not by 

automatic means, as set out in article 4 of the GDPR; 

 

"Sub Processor"  means any processor, as defined in the GDPR, engaged by 

the Data Processor and any processor engaged by the 

processor who agrees to Process Personal Data on behalf 

of the Data Controller; and 

 

"Technical and Organizational Measures" means the technical and organizational measures as 

defined in the GDPR. 
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OBLIGATIONS OF THE DATA PROCESSOR 

2. The Data Processor shall: 

a. Process Personal Data in accordance with Applicable Laws; 

b. not Process any Personal Data other than in accordance with the Data Controller’s 

instructions as set out in the Agreement; 

c. only store the Personal Data for as long as the Data Controller requires and correct, 

anonymize, block or delete the relevant Personal Data at the Data Controller’s instructions; 

and 

d. ensure that the only persons able to process or access any particular Personal Data in Data 

Processor’s or Sub Processor’s possession, custody or control in the performance of the 

Agreement are (i) the Data Processor’s employees or (ii) Sub Processor’s employees who 

need to process or access such Personal Data in order to carry out their duties in 

connection with the Agreement. 

TECHNICAL AND ORGANIZATIONAL MEASURES 

3. The Data Processor shall: 

a. adopt and maintain appropriate Technical and Organizational Measures. Such Technical 

and Organizational Measures will at least include the Technical and Organizational 

Measures as set out in ANNEX 2;  

b. taken into account the nature of the processing as well as with all the means at its disposal 

provide the Data Controller assistance in ensuring compliance with regard to the 

obligations arising from Applicable Laws, especially articles 32 up to and including 36 of 

the GDPR. 

4. The Data Processor ensures that the Technical and Organizational Measures as mentioned 

in paragraph 3 are: 

a. appropriate, taking into account the state of the art, the cost of implementation and the 

nature, scope, context and purposes of processing as well as the risks of varying likelihood 

and severity for rights and freedoms of persons, that, where appropriate, may include, but 

are not limited to: 

i. the pseudonymization and encryption of personal data; 

ii. the ability to ensure the ongoing confidentiality, integrity, availability and resilience 

of processing systems and services;  

iii. the ability to restore the availability and access to personal data in a timely manner 

in the event of a physical or technical incident; and 
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iv. a process for regularly testing, assessing and evaluating the effectiveness of 

Technical and Organizational Measures for ensuring the security of the processing. 

b. adopted and applied in such a way that the Data Controller, with regard to the processing 

that is entrusted to the Data Processor, constantly acts in compliance with the Applicable 

Laws.  

 

5. The Data Controller has the right to instruct the Data Processor to take additional security 

measures. The Data Processor shall implement these additional security measures within a 

reasonable time. 

USE OF SUB PROCESSORS 

6. The Data Processor may not engage a Sub Processor, unless the Data Processor: 

a. obtains prior written consent of the Data Controller; and 

b. enters into data processing agreements with the relevant Sub Processors which requires 

the Sub Processor to abide by the same obligations as the Data Processor under this Data 

Processing Agreement.  

 

7. In relation to the Data Controller, the Data Processor is fully responsible for the fulfilment 

of the obligations of the Data Processing Agreement by the Sub Processor.  

TRANSFER OF PERSONAL DATA 

8. The Data Processor may only transfer and Process Personal Data in a country outside the 

Netherlands, if Data Processor acts in accordance with local applicable law and regulations 

on Processing of Personal Data. 

9. The Data Processor may not transfer Personal Data to a country outside the European 

Economic Area ("EEA"), unless the Data Controller instructs the Data Processor in writing 

prior to the transfer or the Data Processor is obliged to transfer Personal Data on the basis 

of a statutory provision. In case a statutory provision requires the Data Processor to 

transfer personal data outside the EEA, the Data Processor will prior to the transfer inform 

the Data Controller, unless the statutory provision due to overriding reasons of general 

interest prohibits the Data Processor from doing so.  

10. If the Data Controller instructs the Data Processor to transfer personal data to a country 

outside the EEA the Data Processor is only permitted to transfer and process personal data 

to this country, in case: 

a. such country offers an adequate level of protection according to the EU ‘white list’ of 

countries offering adequate data protection standards; or 
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b. EC Model Clauses are concluded between the Data Controller and the Data Processor or a 

Sub Processor, as set out under article 46, paragraph 2, sub paragraph c and d GDPR; or 

c. the transfer is allowed based on another legal ground under Applicable Laws and the Data 

Controller has explicitly consented with a transfer based on such legal ground. 

11. In case Personal Data is transferred to a Sub Processor located in a country outside the EEA 

and there are no EC Model Clauses as set out under paragraph 10 (b) available that 

regulates the transfer between two processors, the Data Controller hereby instructs and 

authorizes the Data Processor to instruct the Sub Processor in Data Controller’s name and 

vis-a-vis the Sub Processor’s to conclude EC Model Clauses. 

AUDITS 

12. The Data Controller or another auditor mandated by the Data Controller is at any given 

moment entitled to audit Data Processor’s and its Sub Processor’s compliance with this 

Data Processing Agreement and more specifically with respect to the Technical and 

Organizational Measures.  

13. The Data Processor shall provide the Data Controller and its auditors with all reasonable 

cooperation, access to its Processing facilities and assistance in relation to each audit and 

shall ensure that its Sub Processor’s will do the same.  

14. The Data Processor will cover its own as well as the Data Controller’s expenses in 

connection with any such audit in the event that the Data Processor breaches this Data 

Processing Agreement. 

CONFIDENTIALITY 

15. The Data Processor keeps all Personal Data strictly confidential and ensures, prior to the 

disclosure of Personal Data to its employees, Sub Processors or employees of Sub 

Processors, that these persons are bound by the same conditions of confidentiality. 

16. Subject to Clause 0, the Data Processor may disclose Personal Data when a law requires the 

Data Processor to disclose Personal Data or when the Data Controller instructs the 

disclosure of Personal Data. 

17. When a Data Processor has reasonable doubts as to whether the Data Processor is 

permitted to disclose information, Data Processor shall consult with Data Controller. 

18. The obligation of confidentiality shall also apply after termination of this Data Processing 

Agreement.  

NOTIFICATION OF A DATA BREACH 
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19. As part of the obligations incumbent on the Data Processor with regard to the security of 

personal data, the Data Processor shall establish and maintain procedures designed to 

reasonably detected Data Breaches and then implement the correct measures, including 

recovery measures. 

20. The Data Processor will promptly, as soon as possible under the circumstances, notify the 

Data Controller, as set out in Clause 21, about (i) any legally binding request for disclosure 

of Personal Data by a law enforcement authority unless otherwise prohibited, such as a 

prohibition under criminal law to preserve the confidentiality of a law enforcement 

investigation, and (ii) a Data Breach. 

21. The Data Processor will notify the Data Controller about every Data Breach as well as: 

a. the start and end time and date and the location of such event; 

b. the nature and scale of such event; 

c. the department or part of the system in which the event occurred; 

d. the time needed to reverse damage of the Data Breach; 

e. the nature and scope of Personal Data records concerned;  

f. the categories and approximate number of data subjects concerned;  

g. the likely consequences of such event, including the consequences for the Data subject 

and a proposal to prevent damage and other negative consequences; 

h. measures taken or to be taken to mitigate the consequences of the Data Breach; and 

i. the name and contact details of the data protection officer or other contact point where 

more information about the Data Breach can be obtained.  

22. The Data Processor will promptly, without delay, and in any case within 24 hours of 

discovery of a Data Breach notify, as set out under Clause 20 and 21, the Data Controller 

and subsequently keep the Data Controller fully informed about any progress of the 

recovery or other relevant developments with respect to such event. 

23. The Data Processor shall without delay take all reasonable measures to recover the 

Personal Data and reduce the negative impact of a Data Breach. The Data Processor is 

obliged to inform Data Controller of these measures as soon as possible.  

24. The Data Processor shall not, on its own initiative, notify data subjects that are affected or 

likely to be affected by a Data Breach or the supervisory authority that is competent to 

take notice of a Data Breach.  

REQUESTS BY DATA SUBJECTS 
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25. The Data Processor will provide all reasonable assistance to ensure that the Data Controller 

is able to fulfil its legal obligations when a data subject exercises his or her rights under the 

Applicable Laws.  

26. As soon as the Data Processor receives a request as mentioned in paragraph 25, the Data 

Processer shall promptly inform the Data Controller. The Data Processor shall not respond 

to the request without the consent of the Data Controller.  

27. On the instruction of the Data Controller, the Data Processor shall, without delay, correct, 

erase or otherwise adjust or process the Personal Data.  

28. The Data Processor will promptly inform the Data Controller about any request or 

complaint of the Data Subject with respect to the processing of its Personal Data. 

LIABILITY 

29. The Data Processor is liable for and indemnifies and hold the Data Controller harmless 

from and against all (i) damages; and (ii) fines imposed by regulators, which arise from or 

in connection with or the Data Processor’s failure to perform any one or more obligations 

under this Data Processing Agreement. 

30. Data Controller's entire and aggregate liability under this Data Processing Agreement, 

irrespective of the grounds for liability including indemnities and breached warranties, for 

any and all events will be limited to 50% of the fees paid to Data Processor under the 

Agreement in the twelve (12) months preceding the event giving rise to such liability. 

31. Clause 10.2 is not applicable to liability arising in connection with (i) wilful default or (ii) 

gross negligence. 

Term and termination 

32. This Data Processing Agreement is concluded on the moment the Parties signed the same 

and is effective until termination or expiration of the Agreement.  

33. Parties agree that on the day of termination of this Data Processing Agreement, the Data 

Processor shall, at the choice and the costs of the Data Processor return all Personal Data 

and the copies thereof, by means of the Data Controllers choice, to the Data Controller or a 

third party designated by the Data Controller.  

34. After the return of the Personal Data, a written rejection of the return of the Personal Data 

by the Data Controller, or if the Data Controller does not respond within one month after 

the offer to return the data, the Data Processor will promptly destroy all Personal Data. On 

request of the Data Controller, the Data Processor will confirm to the Data Controller in 

writing that it has destroyed the Personal Data. 

MISCELLANEOUS  
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35. This Data Processing Agreement shall be governed by, and construed in accordance with, 

the laws of the Netherlands.  

36. No term of this Data Processing Agreement shall be amended or modified, unless such 

amendments or modifications are made in writing with express reference to this Data 

Processing Agreement and signed by both parties. 

37. The Data Processer will accept any modification of this Data Processing Agreement which is 

incorporated for the purpose of compliance with Applicable Laws.  

 

-signature page follows- 

SIGNED BY THE PARTIES FOR AGREEMENT 

 

For IDH 

 

 

 

_____________________________ 

 

For [NAME PARTY] 

 

 

 

_____________________________ 

 

Name:  Name: [NAME SIGNATORY] 

Position:  

Date: ____________________ 

Position: [ADD POSITION] 

Date: ____________________ 
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ANNEX 1 

DESCRIPTION OF PROCESSING OPERATIONS 

 

Categories of personal data  

The Personal Data processed concern the following categories of data:  

 

• Name 

• Address 

• Telephone number 

• Gender 

• Financial data 

• Household data 

• Geolocation data 

• [and other data provided by the farmer in relation to the interviews and surveys] 

 

 

 

 

 

 

 

 

 

 

  



 

36 
 

ANNEX 2 

DESCRIPTION OF TECHNICAL AND ORGANIZATIONAL MEASURES 

This Annex describes the technical and organizational security measures and procedures that the Data 

Processor shall maintain to protect the security of Personal Data. The Data Processor will keep 

documentation of technical and organizational measures identified below to facilitate audits and for 

the conservation of evidence. 

 

[Insert IT security measures implemented by Data Processor] 

 

1) 

1.1) Physical access control 

• Is the office secured? For example by limiting access through locks, electronic entrance passes 

for staff members, biometric authentication, alarm system (also for natural hazards), security 

staff members, camera surveillance, accompany visitors, extra secured rooms (like server 

rooms) and registration of access. 

1.2) Technical access control 

• How are the servers protected? For example secured network, firewall and other protection 

against malware etc, separated server. 

•  In what manner are the computers protected? For example login name and password, secured 

transmission of authentication data, monitoring of online access (via web application e.g.)  

• How is access to Personal Data secured? For example access based on the roles/authorised 

groups within software programs, document of roles and authorisations, registration of access, 

changeover possibilities, periodic back ups and an emergency plan. 

2) Management of the lifecycle of data 

2.1) Enter data 

• In what way is it allowed to process Personal Data? For example determining purposes of 

processing, defining the use of Personal Data (read-only mode, blocking of data transfers, etc.), 

processing by trained professionals and closing of a non-disclosure agreement.  

• How is the data processing being controlled? For example determining input, authorising input 

and checking of processing purposes. 

2.2) Security and storage of Personal Data 

• How is Personal Data protected? For example: encryption/pseudonymisation/anonymization 

of databases, transfer of devices, blocked entrance for USB’s or similar devices, separation from 

processing activities, revised and testing of security measures.  

• For what period of time can Personal Data be stored and how is it destroyed? For example 

automatized erasure, secured erasure and destruction, control of data minimisation and 
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storage periods, erasure from a distance when devices are involved. 

 

3) Exchange of Personal Data 

• Who is allowed to receive or send Personal Data? For example determine safe receivers or 

senders, record data transfers. 

• How is the exchange of Personal Data secured? Secured transfer of Personal data (via 

encryption), secured network, machinery to machinery authentication, digital signature, 

documents secured with passwords. 

 

4) Control 

• How are Technical and Organisational Measures, as they are named here, checked and 

evaluated? For example via an external or internal audit, periodic execution of a data 

protection impact assessment, appointment of a Data Protection Officer.  
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ANNEX 3 

DESCRIPTION OF SUB PROCESSORS 

With prior consent of the Data Controller, the Data Processor engages the following Sub Processors: 

 

• [INSERT] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


